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GLOBAL SHEA ALLIANCE
TERMS OF REFERENCE
Development, improvement and ongoing technical support of the Karisphère mobile learning application and its supporting infrastructure.

	Contracting organisation
	Global Shea Alliance (GSA)

	Assignment
	Development, improvement and ongoing technical support of the Karisphère mobile learning application and its supporting infrastructure.

	Location
	Remote, with coordination with the GSA Secretariat in Accra, Ghana

	Contract duration
	To be proposed by the service provider and agreed with GSA




1. Background
The Global Shea Alliance (GSA) is a non-profit industry association based in Accra, Ghana, working to promote a sustainable shea industry, improve quality practices and standards, and strengthen livelihoods across the shea value chain.

Karisphère (karisphere.org) is a digital learning initiative intended to support women in shea-producing communities, cooperatives and small businesses with practical training resources. The existing scope includes interactive learning content on cooperative development and governance, business development, aggregation, quality shea butter and kernel processing, and formulation practices. The platform is intended for users who may have limited literacy, digital experience, internet access or access to suitable devices. Content has been intended for French, Fulfulde (Peuhl), Bambara and Mooré; the current live/app language set and content inventory must be verified with GSA at inception.

The existing Karisphère mobile application require technical assessment and further development. The assignment must prioritise the preservation of existing content, the protection of platform data, and the continuity of services. All redevelopment, migration and production changes must follow documented procedures and receive GSA's approval.

2. Purpose and Objectives
GSA seeks a qualified technical partner to assess, secure, improve and maintain Karisphère as a reliable learning platform, while ensuring that GSA retains control over the platform and all associated assets.
Preserve, recover where feasible, and migrate existing approved learning materials, media files and application assets.
Develop and maintain an accessible, user-friendly Android learning application designed for low-connectivity environments.
Ensure the application supports offline access to downloaded learning content.
Make the application available through the Google Play Store.
Support multilingual delivery and future expansion into additional countries.
Provide privacy-conscious usage analytics to help GSA monitor application adoption and learning engagement.
Enable authorized GSA staff to manage and add learning content without requiring a complete application redevelopment.
Provide GSA with full administrative access, documentation, source code and practical ability to manage the platform or appoint another provider.
Prevent unauthorised deletion, replacement, migration or modification of live content and production systems.
Establish sustainable backup, security, testing, release and support procedures.
3. Scope of Work
3.1 Discovery, audit and preservation
Conduct a documented audit of the current mobile application/APK, hosting, domain and DNS, database, code repositories, integrations, analytics, user roles, content, media files and any available backups.
Prepare an inventory of pages, modules, languages, downloadable files, videos, images, user data and key functions. Identify missing, duplicated, broken or inaccessible items.
Before making changes, create and verify a complete backup of the files, database, uploads/media, application assets and relevant configuration. Store a copy in a GSA-controlled location separate from the production hosting account.
Assess the available content and backups provided by GSA to determine what can be preserved or restored. Document any missing content and recovery limitations, and obtain GSA's approval before proceeding with redevelopment.
Submit an inception report with findings, risks, recovery options, proposed architecture, migration plan, deliverables, schedule and cost implications. Obtain GSA's written approval before redevelopment, migration or other changes to production.
3.2 Mobile Application Development and Distribution
Review the existing Android application and its APK, including its build process, compatibility, content structure, offline behaviour, and permissions.
Recommend whether the existing application should be maintained, repaired or rebuilt, giving reasons, cost, risks and implications for existing users before implementation.
Support offline access to downloaded or synchronised learning content, where required, and clearly indicate which functions need an internet connection. Define how content updates are downloaded and how local progress is handled.
Provide a reproducible, documented Android build and a signed release APK. GSA must control the application signing and release arrangements.
Do not introduce unnecessary permissions, advertising, tracking, or collection of personal data. Explain any required permissions and obtain GSA approval.
Develop or improve the Android application, subject to the findings of the initial technical assessment.
Publish the approved application on the Google Play Store using a developer account owned and controlled by GSA. Identify any registration, publishing or maintenance costs.
Provide a documented process for application updates and new releases.
Ensure the application can be installed, updated and used on supported Android devices.
Potential integration with the GSA website to facilitate access to and download of the mobile application.

Offline functionality

The application must allow users to download or synchronize learning materials when internet connectivity is available and access those materials without an active internet connection. The provider must specify which features are available offline, how downloaded content is stored, and how updates are synchronized when connectivity is restored. Offline functionality must be tested under realistic low-connectivity conditions.

3.3 Learning content and languages
Support the existing approved languages, including French, Fulfulde (Peulh), Bambara and Mooré, subject to verification of the current content and language inventory.
Incorporate the additional languages identified for Benin: Nago, Peulh, Bariba, Yom and Dendi.
Ghanaian languages - The application shall accommodate the following languages spoken across Ghana’s five northern regions:

Northern Region: Dagbani, Mampruli (main); Konkomba (Likpakpaln), Gonja, Nanuni and Bimoba (others).
Savannah Region: Gonja, Vagla (main); Tampulma, Dagaare, Birifor, Hanga and Dagbani (others).
North East Region: Mampruli, Kusaal (main); Bimoba, Konkomba and Moba (others).
Upper East Region: Frafra, Kusaal and Kasem (main); Buli, Nankani, Bisa and Talni (others).
Upper West Region: Dagaare, Waale (Wali) (main); Sisaali, Birifor and Chakali (others).

Implementation shall follow a phased approach, prioritizing the main languages identified for each region. GSA shall confirm the final language priorities and approve translations before publication. The provider shall propose the implementation phases and associated costs.

Ensure the application architecture can support further languages as the program expands into Nigeria, Burkina Faso and Senegal, without requiring a complete redevelopment of the application.
Clearly identify the costs associated with translation, audio production, localization and integration of additional languages.
Support approved text, illustrations, audio, video, interactive graphics, quizzes or gamification features where they are part of the agreed requirements.
Use simple, culturally appropriate presentation suited to the intended audience. GSA will approve educational content, translations and final media before publication.
Record the title, language, version and publication status of learning materials so updates can be tracked and older approved content can be restored if necessary.

3.4 Usage Analytics and Reporting
Provide a reporting interface that enables authorized GSA personnel to monitor application usage and learning engagement.
Subject to technical feasibility, analytics should include application usage, active users, learning modules accessed and completed, content downloads, and usage by country and language.
Where technically feasible, capture offline usage and synchronise relevant usage data when an internet connection becomes available.
Ensure all analytics comply with applicable data-protection requirements, with data minimisation, appropriate access controls and secure storage.
Clearly document the data collected, its purpose, retention period and reporting capabilities.
Avoid collecting personally identifiable information unless it is necessary, justified and approved by GSA.

3.5 Content Management and Expansion
Provide a secure and user-friendly administrative interface through which authorised GSA personnel can add, edit, organise and publish learning materials.
The application must support the addition of new training modules and multimedia content without requiring a complete application redevelopment.
Future learning topics may include nursery development, health and safety, safeguarding and other subjects identified by GSA.
Support the management of content across different languages and countries.
Ensure newly published or updated content can be synchronised and made available to users through the application.
Provide documentation and training to enable designated GSA personnel to manage content independently.

3.6 Hosting, security and backups
Keep the domain, hosting, repositories, databases, analytics and other core services registered to or controlled by GSA. The provider may receive named, least-privilege access required to perform the work.
Use individual accounts for personnel; do not share administrator credentials. Enable multi-factor authentication where supported and maintain a record of privileged access.
Use HTTPS, supported software versions, secure configuration, appropriate access controls, input validation, protection against common web vulnerabilities and timely security updates.
Set up automated backups, databases, media and relevant application/backend data. Agree backup frequency, retention, storage location and recovery objectives with GSA.
Keep backups separate from the production environment and ensure the provider cannot unilaterally delete all production and backup copies. Test restoration before launch and periodically thereafter.
Maintain a change log and incident log. Notify GSA promptly of suspected compromise, data loss, unauthorised access, service interruption or accidental deletion, and provide a recovery plan.
Collect only data needed to operate the platform. Document what personal data is collected, why it is needed, who can access it, and how it is protected and retained.
3.7 Change control and protection of live content
The following controls are mandatory:
No production deletion, bulk content removal, database reset, domain/DNS change, hosting migration, major redesign, application replacement or other potentially disruptive action may be undertaken without prior written approval from the designated GSA representative.
All significant development and updates must first be completed and reviewed in a staging/test environment. Production deployment requires GSA approval.
Before each release, the provider must take a recoverable backup, document the changes, identify risks and provide a rollback plan.
GSA must be able to access and export its content and data in commonly usable formats. The provider must not lock GSA into proprietary tools or withhold access because of a payment or contractual dispute.
The provider must not delete, conceal, transfer, reuse or publish GSA content, credentials, user data, source code or other project assets outside the agreed work.
If the provider identifies content that appears obsolete or duplicated, it must flag it for GSA review rather than deleting it.
4. Ownership, Access and Intellectual Property
All project-specific deliverables created under the contract, including source code, designs, layouts, databases and schemas, documentation, scripts, media commissioned for the project, translations funded by GSA, configuration, build files and training materials, shall be delivered to GSA and assigned to GSA to the extent permitted by law and the contract. Any pre-existing or third-party components must be identified in the proposal, with applicable licences, restrictions, renewal fees and ownership clearly stated.
GSA shall retain ownership and control of its domain name, hosting account, platform accounts, content, platform data, backups and project repositories.
The provider must disclose all administrator accounts, service accounts, API keys and external services used. Credentials and secrets must be transferred securely and rotated at handover.
Source code must be stored in a repository accessible to GSA throughout the engagement, not delivered only at the end.
The provider may not use a licence, plugin, framework or service that prevents GSA or a replacement provider from maintaining the platform, except where GSA explicitly approves the limitation in writing.
At contract end, the provider must hand over all assets and assist with transition to GSA or a successor provider. No hostage fees or technical restrictions may be imposed beyond agreed contractual charges.
5. Methodology and Approval Stages
The provider must work collaboratively with the GSA project team. GSA approval is required at each stage before the next stage or production release proceeds.
	Stage
	Minimum output

	Stage 1 – Discovery and preservation
	Audit, inventory, verified backups, recovery assessment, risk register and inception report.

	Stage 2 – Requirements and design
	Agreed functional requirements, user journeys, languages, architecture, visual prototypes and migration plan.

	Stage 3 – Development and migration
	Build in staging; migrate approved content; mobile application features.

	Stage 4 – Testing and remediation
	Functional, security, accessibility, performance, offline and restoration tests; resolve critical and major defects.

	Stage 5 – User acceptance and launch
	GSA-led acceptance testing, written sign-off, pre-launch backup, approved deployment and rollback readiness.

	Stage 6 – Handover and support
	Documentation, source code, credentials, staff training, support arrangements and final acceptance.


6. Deliverables
Inception report covering audit findings, content inventory, technical assessment, recovery options, risk register, proposed solution and detailed work plan.
Verified baseline backup and documented backup/restore procedure, with the backup copy accessible to GSA.
Approved requirements specification, design/prototypes, application structure and migration plan.
Redeveloped or improved Karisphère Android application deliverables, including all approved content and languages.
Complete source code, repository access, database/schema information, build instructions, configuration documentation and list of dependencies/licences.
Testing report, defect register and evidence of successful backup restoration and user acceptance testing.
Administrator and content-editor guides, technical documentation, and training for designated GSA staff.
Production release package, signed APK/build files as applicable, deployment and rollback instructions.
Support and maintenance plan specifying service channels, response targets, update procedures, backup schedule and recurring costs.
Final handover report listing all accounts, assets, outstanding issues, licenses, renewals and recommendations.
Publication of the approved application on the Google Play Store.
Functional content-management interface for authorized GSA staff.
Usage analytics and reporting interface.
Offline functionality testing and results.
7. Testing and Acceptance Criteria
GSA will accept the assignment only after reviewing the deliverables and confirming that the agreed requirements have been met. At minimum:
All agreed modules, media, languages and functions are present, and the approved content inventory has been reconciled with the delivered platform.
No existing content or data has been removed without written GSA approval; any approved migration is checked for completeness.
Core user journeys work on common mobile devices, with no unresolved critical or major defects.
The Android application installs and launches on agreed test devices; agreed online and offline learning functions work as documented.
GSA can access the administrative systems, edit and publish content, access the code repository, export its data and retrieve backups.
A restoration test demonstrates that relevant data can be recovered from backup.
Security checks, account/access review, documentation and staff training have been completed.
GSA has provided written acceptance. Silence, access to a test version or payment of a milestone alone does not constitute technical acceptance unless the contract expressly states otherwise.
8. Support and Maintenance
The support plan should also cover application updates, Google Play Store release management and backend maintenance. The proposal must specify whether post-launch support is included and for how long. It must separately price any optional maintenance period. The support plan should state support hours and channels, incident severity levels, response and resolution targets, update frequency, backup monitoring, security patching, restoration assistance and escalation contacts. The provider must notify GSA before changes that may affect availability or compatibility. 

As a minimum proposal requirement, the provider should offer a defined warranty/defect-correction period after acceptance, during which defects attributable to the delivered work are corrected at no additional cost. The duration and terms must be stated in the contract. 
9. Roles and Responsibilities
GSA will:
Appoint a project focal point and identify who may approve scope, content, access and production releases.
Provide available source content, brand assets, existing access and relevant stakeholder feedback.
Review deliverables and provide consolidated feedback within agreed review periods.
Approve the final content, translations, design, release and any proposed changes to production.
The service provider will:
Provide a qualified team and a named project lead; maintain clear documentation and regular progress reporting.
Protect GSA's systems, content, credentials and confidential information; use access only for authorised work.
Obtain approval before changes with production, data-loss, cost, security or service-continuity implications.
Disclose risks and delays promptly and maintain an up-to-date work plan, change log and issue register.
Deliver the work in a form that GSA or another qualified provider can operate and maintain.
10. Required Qualifications
The service provider or team should demonstrate:
Proven experience developing and maintaining learning platforms and content-managed Android applications.
Experience with low-bandwidth/offline-first applications and user-centred design for users with limited digital literacy.
Competence in secure development, hosting, data migration, backup and disaster recovery, testing and documentation.
Ability to work with multilingual content and coordinate with translators and subject-matter experts.
Examples of comparable work, client references and clear identification of the personnel who will deliver the assignment.
11. Proposal Submission Requirements
Interested providers should submit a technical and financial proposal containing:
Understanding of the assignment, proposed approach and key risks, especially content preservation and change control.
Audit and recovery methodology, proposed architecture, mobile app approach and offline functionality.
Detailed work plan, milestones, timeline, team composition and responsibilities.
Relevant experience, portfolio and references.
Itemised financial proposal identifying taxes, hosting, licenses, third-party services, migration, development, training, warranty and optional ongoing support. Identify one-off and recurring costs separately.
Assumptions, exclusions, dependencies, proposed support/warranty period and any GSA decisions needed before work can begin.
Explain approach to offline functionality, Play Store publication, analytics and future language/content expansion.
12. Contract Management and Payment
The contract will identify the authorised GSA approver, reporting arrangements, milestone dates, payment schedule, acceptance process, confidentiality obligations, data-protection requirements, intellectual-property terms, warranty and termination/transition provisions. Payments should be tied to agreed milestones and acceptance of the corresponding deliverables, rather than solely to elapsed time. The final payment should be conditional on complete handover and written acceptance.
13. Confidentiality, Data Protection and Exit
The provider must keep GSA information and platform data confidential and must not disclose it to third parties without GSA's written permission, except where legally required.
The provider must promptly report suspected data breaches, unauthorised access or data loss and cooperate with GSA's response.
On completion or termination, the provider must return or securely transfer all GSA assets, data, code, documentation and credentials, revoke its own access as directed, and certify deletion of GSA copies held outside agreed retention/backup arrangements.
The provider must provide reasonable transition assistance to GSA or a successor provider under the terms and rates agreed in the contract.
14. Indicative Timeline
Bidders should propose a realistic timeline for each stage, including GSA review periods, content recovery/migration, testing, remediation, launch and handover. The schedule must identify dependencies and decision points. No launch date should be treated as approved until the discovery findings and implementation plan have been accepted by GSA.
15. Key Conditions
Preservation first: a verified backup and content inventory must precede any production changes.
Written approval: no unapproved deletion, migration, redesign, reset or production release.
GSA control: accounts, hosting, data and source repository must remain accessible to GSA.
Recoverability: backups must be separate, restorable and protected against unilateral deletion.
No lock-in: documentation and complete handover must enable GSA or a replacement provider to continue the service.


NB: Please send all proposals to msakyi@globalshea.com. The deadline for submission of proposals is 15 December 2026.
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